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Purpose of this document

1.

This document should be used in conjunction with Microtik user guide for configuring your
Microtik gateway in WiFiLAN. Please refer to WiFiLAN administrator guide and Microtik
user guide for detail documentation

2. It assumes that the user has basic knowledge of networking including configuring subnet
mask, RADIUS setting, default gateway and DNS configuration

3. Inorder to configure Microtik you will need a static IP address, subnet mask, default
gateway and DNS information given to you by your Internet Service Provider. Please
keep this information handy while setting up your gateway

4. Configuring WiFiLAN you will need the WAN MAC address, RADIUS secret, serial
number (if any) and public IP address of your Microtik gateway

5. Finally, you need an active WiFiLAN account. Please contact Wifi-soft’s sales to create
your WiFiLAN account
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Microtik Setup

We have assumed that you have properly connected your Microtik gateway a broadband
connection that has a static public IP address. Additionally, your Microtik gateway admin interface
is accessible either via the LAN interface or via the public WAN interface as shown in the figure
below.

Please note that you need WinBox executable to access the complete Microtik configuration.
WinBox can be downloaded from Microtik’s website or using the link provided on the web login
page for your Microtik gateway.

To login into Microtik, enter the corresponding IP address and authentication information.

= WinBox Loader v2.2.11

Connect Tar IEE.EE.'HEI.WEI:B:ZEIEI _I Connect I
Logir: Iadmin
Pazswaord: I“”’“‘“”
Save |
¥ Keep Password
¥ Secure Mode Bemoyve |
¥ Load Previous Session Tools... |
HMote: I
Addressz | Izer | Mate |

Next you need to configure the Hotspot settings under the IP menu.
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The following Hotspot dialog box will appear.

Servers |Users Active  Hosts  IP Bindings  Service Ports | Walled Garden = Cookies

] [ otes || seup |

|Name £ |Irrterface |.P~ddress Pool |F‘rof...|ﬁ~ddresses
| i wifitex ether hs-pool-1 wifi-...

Click on the Profile button to get the following screen

B Hotspot Server Profiles

*|DNS Name |HTML Directory  Rate Limit
hotspot wifi-... hotspot

Enter your hotspot information in the General tab. Please enter the DNS name of your hotspot
router as appropriate. The hotspot address should be the IP address of your Microtik gateway.
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I Hotspot Server Profile <wifi-soft=

X

General Login  RADIUS |
Mame: |w'rfi-snft
Hotspot Address: v [10.550.1 rooty | F
DNS Name: W |hotspot wifi<oftlcom
Copy
HTML Directory: | ’—‘
Remowve
Rate Limit (o) |
HTTP Proxy: |
HTTP Proxy Port: [ |
SMTP Server: |_|
default [

Under Login tab, check the “HTTP CHAP” login method.

I Hotspot Se

rver Profile =wifi-soft=

X]

General Login | RADIUS
Login By Cancel
[~ MAC [~ Cookie

W HTTP CHAP [~ HTTPS Apply
[~ HTTP PAP [ Trial
|
| [/
[ Split User Domain
|
|
| [/
defaul [

Under RADIUS tab, enter the information as show. Please replace the values with the values
appropriate for your hotspot.
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B Hotspot Server Profile =wifi-soft=

General  Login  RADIUS ok
¥ Uss RADIUS S

Default Domain: |+ |w'rfi-sc:ft.u:nm

al

Apply

Location 1D |_| -

Location Mame: [» |WT—0Hi|:e Remave

I

¥ Accourting
Interim Update: |_|

NAS Port Type: (IENGLEEESEENEN -

defaul [

Save the above settings to return back to the main Hotspot window.

Next create a hotspot server entry by clicking on the “+” button on the main Hotspot window.

B Hotspot Server <wifitex=

MName: oK

Interface: |ether1 j
Address Pool: |h5-pnu::|-1 ﬂ

Profile: |wifi-soft |
|dle Timeout: [
Keepalive Timeout: [

Addresses Per MAC: [ Reset HTML

[P of ONS Mame: |0.0.0.0

invalid

Select the newly created profile name and enter the other information as appropriate.

Next you need to add Walled Garden links for your hotspot. To add a new entry, click on the “+”
button on the Walled Garden tab on the main Hotspot window.
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B Hotspot

X

Servers | Users | Active  Hosts | P Bindings | Service Pos  Walled Garden | Cookies
g = ¥ R O | IPLst

# Action Server Method Dst. Host Dst. Port
i @allow  lunknown havwew wifi-soft net
H @allow  wifitex WYWW ITTYCOMpany. ..
i Ehallow  wifitex www wifi-soft com
o @allow  wifitex www wifi-soft net

Enter as many links as you think are needed for your hotspot. Please add wifi-soft.com and wifi-
soft.net to make sure that the user provisioning and account management features work correctly
at your hotspot.

Next you need to add RADIUS entry for your hotspot. To add a RADIUS entry, click on the
RADIUS button on the main Microtik menu.
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Interfaces
Wircless
Bridge
FPP

IP

Routing E‘ Iz‘

#|  [5ervice |Called ID |Do... |Address Secret
Forts hotspot 00:0B:6B:32-... wifi-.. 74.208.78.152 wt2005

Queues

Drivers
System
Files
Log
SMNMP
Users
Radius

Tools

Mew Teminal
Telnet

Password
Certfficate
Make Supout.if
Manual

Exit

Click on the “+” button to add a new Radius entry. Enter the values as shown in the image below.
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B Radius Server =74.208.78.152=

General | Status

II
-

Service Cancel
[ ppp [ login
[+ hotspot [ wircless Apply
[ telephomny [ dhecp

Disable

Called ID: v |I}I}:I}E:EE:32:1 7.F4 Frd

Domain: |7|wifi-su:|ft.|:nm

Address: |74.208.78.152 Remove

Secret: |seu:ret

2

Reset Status

Authentication Port: (1812

Accourting Port: |'IE~13
Timeout: 300 ms

[ Accourting Backup

Realm: |wifisoft

T —

Called ID should be MAC address of your router. Enter the secret and domain name as
appropriate. Please note that the secret configured in Microtik should match the one configured
under Radius -> Gateway section in WiFiLAN.

Finally, you need to download the default login pages from your Microtik router and customize
them based on your specifications. You may also add option to create a new account or manage
an existing account on the login page.

To download the existing login pages, open the Files dialog by clicking on the Files option on the
main Microtik menu and drag the corresponding files on your desktop.

To upload, you can drag the edited files from your desktop into the Files dialog.
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= admin®65.65.110.170 (m-test) - WinBox v2.9.46

|
Interfaces
Wireless vl I
Bridge Kl E = BadsL.lp = — d
|File Name Type | Size |Creation Time |
ii | [Dhotspot directory 0B Dec/31/1999 18:25:21
P [ B alogin.html  html file 1293 B Dec/31/1999 18:25:21
) | [ emor html Jhtml file 8988 Dec/31/1999 18:25:21
bl Elemorshd  befile 3615E  Dec/31/158% 12:25.21
Ports [Dimg directory DB Decs/31/1999 18:25:21
[Elogobott... png file 4317B  Dec/s/31/1995 18:25:21
Chii Elloginhtml  html file 33848  Dec/31/1999 122527
Drivers Ellogout html  Html file 1813B  Dec/31/1595518:25:21
Sien i Qv directory DB Dec/31/199518:25:21
Ealoginh... htm file 1303B  Decs/31/1999 18:25:21
Files Elemosbt bifie 3810B Dec/31/1999 18.25:21
ien B login html  html file 3408B Dec/31/15955 18:25:21
[Ejlogout h... htm file 18438 Dec/31/1599 18:25:21
SHMP [Eradvert.... html file 14758 Dec/31/1999 18:25:21
Lears [Elstatus h... .html file 27608 Decr/31/1999 18:25:21
Eimd5js jsfils 70KBE Dec/31/159918:25:21
Radius [Eiradvert html _html file 14818 Dec/31/1599 18:25:21
S I [Ejredirect html  ktml file 2138  Dec/31/1999 18:25:21
Ejdoginktml  html file 733B Dec/31/1959 18:25.21
New Teminal Eistatushtml  htmifile 228 Dec/31/1593 18:2521
Telnet [l directory 0B Decs/31/1599 18:25:21
[EWISPA... xsdfie 42518  Dec/31/1999 18:25:21
Password Elalognh... htmifile 5328 Dec/31/1399 18:25:21
Certficate B emorhtml  Html file 416 B Dec/31/1595518:25:21
: [Eflogout....  htm file 361 B Dec/31/139%18:25:41
i Elogin Html bl fle 4378 Dec/31/1999 18:25.21
Manual Ellogout h... html file 3598 Dec/31/1999 18:25:21
Exit (283 MB of 61.4 MBused  |52% free

2

|I<

Wifi-soft hosts two RADIUS servers that work to provide you a reliable authentication system. A
failover mechanism is provided so that the traffic automatically gets diverted to secondary server.

Since Microtik provides an option to configure only one server, please configure the primary

server for your router.

The settings for our RADIUS servers are as follows:

Server Name IP Address Port
Primary RADIUS server 74.208.78.152 1812
Secondary RADIUS server 69.64.34.236 1812

Enter the desired secret key. Please remember this key since you will need it while configuring
your gateway in WiFiLAN.
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WiFiLAN Setup

1.

You need to log into WiFiLAN by pointing your browser to
https://www.wifi-soft.net/wifilan/

Before you add your first gateway in RADIUS section, you need to create a device group
to organize your gateways. To create a new device group, click on the RADIUS menu
option and then on the Groups submenu.

Mew Radius Group

W Lt Lailo pini it

Groip Mama ™ wil-godl
§ dewvine %

WIl-Lofl it Ginue

Subml |

Next you can a location entry for your new hotspot location. Although this step is optional,
we highly recommend that you create a location entry since it helps you organize your
hotspot locations and generate various location specific reports. To create a new location
entry, click on RADIUS menu and then on the Location submenu. You need to click on
New Location tab to enter a new location.

New Location

4. Once the location entry for your hotspot is created, you may proceed to add your first

gateway entry. To add a new gateway, click on the RADIUS menu and then on the
Gateway submenu. Click on the New Gateway tab to add a new gateway.

The description of each parameter is as follows:
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Device Name: A friendly
name for the gateway
UserName & Password:
Needed for gateways that
fetch their configuration from
RADIUS server. Optional

IP Address: Public IP of the
gateway

Secret: The RADIUS secret
configured in the gateway
Device Group: The device
group that we created in the
previous step

Device Type: Type of Device
MAC Address: The MAC
address of the WAN port
Location: The location where
the gateway is installed

You may add more information about the gateway in the Network section. Additionally, you can
also configure the gateway for 24x7 monitoring by specifying the monitoring parameters as

shown below:

Honitoring Information

% Ping © HTTP T SpMP

=

£ 197181 32 (3F ditferans than desica T3

& ping " HTTR ¢ SpME

15 mires 7] & iptom Inkerval [0 mins or el

=
3 laikires

[roct ity com

& Is Fonitored : Deulon i monitared i
d‘il'.".lhd
= Hanitering Type ¢ Type of sratocol
wiad Far monibarng
& Monitoring Inksrval @ Fragusncy of
rranitzring
® Honitor Madens 1 DEL o Sable
modam i rmonitared if checkad
& Hodem 1P : The 1P sddreass of the
rmodemn if differant from devics 18
sindarn Monitor Type : Typs: of
p-'\c-l:owl uged for ronikadng
®  balily Enaldied @ 'whatfer mionitanang
Aotificalicn 13 anabled
# Moty After @ Hurmber of failurs
Eefors canding nobifications
+ Enval okifications 1 Ust of sl
sdiliass os notilication

That’s it. You newly configured Microtik gateway is ready for RADIUS authentication. You may
configure the login and welcome URL for your gateway so that user can enter username and

password that will be sent to our RADIUS server for authentication.

Please make sure that you use username@realm as username on your login pages so that it

would be easier for you to support roaming in the future.

For more information on creating user accounts, please refer to the WiFiLAN administrator guide.
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